agre % TRONIA

SYSTEMS

LOCATION PROFILE SECURITY

Roles define what a user is allowed to do.
Location Profiles define where they’re allowed to do it.

Think of location profiles as defining all the places where agré will ask “Should I check where this user is
allowed to perform this function?”
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Roles: WHAT can | do?

Roles list all the possible things you can do in agré, and you decide which ones the users in that role will be
allowed to do, and which ones they won’t be allowed to do.

> Edit Role: DaytoDayTasks =] S
& save | X Delete '@ Exit

Role  Pemissions ]

Accounts Receivable | Invertory ] Accounts Payable ] General Ledger | Blending | Agronomy | Administration |

Item I_nﬁmu i Allow? Demy? | = Allow Al
Invoices L Add [ | ]
TEan T T [ Deny All
® Delete (& (i
Enable on menu ] m Clear All
Change customer ]
Change date = il
[T =l =

File > Security > Manage Roles

The Role determines the “what am I allowed to do?” part of the equation. In this example, all users in the
“Day to Day Tasks” role would be allowed to add invoices.
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But you want them to able to add invoices only for their own locations. The “where am I allowed to do it?”

part is handled by a Location Profile.

Location Profiles: WHERE can | do it?

By default, we provide two location profiles: “Do Not Restrict by Location” and “Restrict by Location”.

% Manage Location Profiles E\@
4 add | FEdt | X Delte | [£) Refresh | @ Bat |
Location Profile
- DoMotRestrictBylocation
RestrictBylLocation

File > Security > Manage Location Profiles

Here’s how location profiles affect “who can do what where”.

Restrict by Location

Invoices are Restricted

User EDM1 wants to create an invoice. Their location profile is RestrictByLocation, they’re in the
Day2DayTasks role (which allows them to create invoices), and their list of valid locations includes

Edmonton and Dog River.

% Edit User: EdmontonOne

n Save @ Config 6 Exit

Lo & ]

User Login Name: dmoEDM1 Valid Lecations:
User Name: EdmontonCne - Type Location Allow Access?
’.....“.— - Region Central =
Paszword: Region st &l
Confirm Password: |~ i Region Narth |}
Initizls: ’EO— 3 Region South O
| = Region West [
Location Profile: RestrictByLocation :lv | Division Central [
Employee Group: 1| L’ Division \est |
Group ‘warehouse1 [l
Active? M . Group \Warehouse2 [
Default Database: agre Demo hd Group ‘\warehoused [
. Group Warhoused [}
Administrator r T oo
Roles Assigned to this User: . tz::::: gz;d:{)izl;rStatlon
Role In Role? ~ Location || Edmonton
Blending [ B Location Parkland \Warehouse =
s %5:1 ing w/lnventor [l B Location St. Albert [}
> || Day2DayTasks B Location Stony Plain |}
mo | 1] Location Strathcona Spreader ]
Rl Renarte [l S

File > Security > Manage Users
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As soon as EDM1 clicks the “Add” button, agré goes to that user’s Location Profile and asks “Should I
check where this user is allowed to create invoices?”

| —

should | check their
User setup for valid
locations?

=)

* Edit Location Profile: RestrictByLocation -~
J [E save ‘ 6 it ‘

Location Profile Description: |F{estric:tE)'Loc:ation

Location Security Checks:
Group Security ltem Check Location Security? | -
Accounts Receivable Aged Recsivables il
AR Account Adjustment Batch I—I
P-AB Discount Groups ]
I AR Invoice | Yes
AR Invoice Activity (=]
AR Payment Receipt
AR Release Numbers =

Select All I DeselectAlll

File > Security > Manage Location Profile

If a function is checked, then agré will check the user profile. In RestrictByLocation, all functions are
checked. This means that agré will check the user profile to see which locations are valid for every
function, including invoices.

When EDMI1 creates an invoice, their location profile says they’re allowed to select a location of Edmonton
or Dog River.

& Add Invoice E=REEE
JnSa\re | F{efresh | ‘ View Credit |\u"|ew Prepayment |\u"|ewWOﬁdi\r'rty |6Ent |
Reference: I * V¥ Generate Reference Automatically Location: II '7]'

- - . -
Cust 2 <Start typing or use Find: I Find Add I = .
ustomer I typing ” > t_lm Created By: Dog River A
Invoice Date: I Apr 25,204 &7 l Due Date: IMEW 25,204 57 l Edmonton |

Customer and Shipping 1 Purchases 1 Retums 1 Totals 1 Immediate Payment 1

When EDM1 wants to search for invoices, if they select “All Locations” they will be allowed to see
invoices for all locations they have access to, which are Edmonton and Dog River.

<7 AR Invoice Search ==
J PSearch ‘ DStartO\rer |6Ex]1 |

Reference Number: I

Location: <Al Locations = ;l
<Al Locations=

Customer: Dog River PR
Edmonrta .—_I
T - ;-
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As time goes on, you decide that EDM1 should create invoices only for Edmonton. You change the list of
Valid Locations in their user profile and remove Dog River.

‘v Edit User: EdmontonOne = = =
JmSave ‘@Cﬁnﬁg |6Ex]t |
User Login Name: |deDM1 Valid Locations:
User Name: IEdmorrtonOne - Type Location Mlow Access? |
. I— - > | Region Central [
Password: =] X Region East B
Confirm Password: I Regicn Narth 0
Initizls: |E0 * Region South ]
- - . Region nest (]|
Location Profile: IHEEWCTEYLOCEIUOH j Ty Central [l
Employee Group: I ;I Division est 0
. Group \warehouse1 [
Active? ¥ . Group ‘\wiarehouse? [
Defzult Database: Iagre Demo j Group Warehoused =
o Group ‘\Warhoused [l
Administrator - Company S
: . . Location _Cardlock Station [
Roles Assigned to this User: Location Dog River |
Role InRole? |- Location Edmonton
> |Blending [ Location Parkland \Warehouse [
Blending wi/lnventory [l Lecation St. Albert 0
Day?DayTasks Location Stony Plain [
Demo | Location Strathcona Spreader =
~ =1

File > Security > Manage Users

Now when EDMI creates an invoice, agré checks their updated Valid Locations and lists only Edmonton.

& Add Invoice

JESave |F{sfre5h |“u“|ewCred'rt |‘u"|ewPrepayrnent |‘u"|ewWOAdiv‘rty |@Ex1t |

BN R e

Reference: I * W Generate Refersnce Automatically Location: | /7 vI *
Customer: |=:StE|rt typing or use Find> ;I* Find | Add | Created B)'f Edmont /
. . wQ
Invoice Date: Iﬁpr 25,2014 'I Due Date: Il'u'la)'25. 2014 'I 50.00 |—
Customer and Shipping | Purchases | Retums | Totals | Immediate Payment |
When EDM1 wants to search for invoices, if they select “All Locations” they will be allowed to see
invoices for all locations they have access to, which is Edmonton.
&/ AR Invoice Search
J Pgearch | DStartO!er |@E:_ut |
Reference Number: I
Lecation: I 'I
Customer: Edmoniton
Tz Customer: |25 F
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Loadout Tickets are Not Restricted

When EDM1 wants to create a Loadout Ticket for an Edmonton customer who wants to pick up in St.
Albert, agré checks their user profile and Edmonton is the only Valid Location.

Customer: ISIone, Leslie (C1026)

fpr 25,2014 |

Customer and Shipping | P

Date:

~|"_Find |

¥ Add Loadout Ticket E=R =8
JnSa\re ‘F{effresh ‘t\ﬁew&ed'rt |'@E:u1 |
Reference: I - ¥ Generate Reference Automatically P

Add Location: ||

/ 1

Crested By: |py 000 /

| |

As your company wants to let every user create Loadout Tickets for a// locations, create a new location

profile called “Except LOT”.

v Add Location Profile =N E=E =
_ e .
|Esve | @Ea | should | check their
User setup for valid
Location Profile Description: IE:o:eptLOT locations?
Location Security Checks:
Group Security ltem Check Location gacurity? | -
Accounts Receivable Aged Receivables
AR Account Adjustment Batch
AR Discount Groups
B L - W s | S S
T i frame ™ Y e ) D et R R ey TR
e I0L Invaice 70
|0L Payment
Loadout Ticket =
Loadout Ticket Activity [F]
[ TCoadout Tickets il No
Payment Activity
SelectAll | Deselect Al |

File > Security > Manage Location Profiles

By leaving Loadout Tickets as not checked, agré will not check the user’s list of valid locations when

creating Loadout Tickets.
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Assign EDM1 the new location profile. There’s no need to change any of their valid locations.

% Edit User: EdmontonOne o= ==
JnSa\re|@Conﬁg|6Exﬂ|
User Login Name: dmoEDM1 Valid Locations:

Uszer Name: EdmontonCine N Type Location Allow Access? |
l......— - > |Region Central [}
Password: EEn East 0
Confirm Password: I...... : Region Narth 1
Initizls: IEO— i Region South O
- Region West 0
Location Profile: BxceptLOT | 'l D Central 0
Employes Group: || | Division \nlest O
Group \Warehousel 1
Active? ¥ . Group \Warehouse2 1
Default Database: Iagre Demo vl Group Warehousel 1
. Group ‘Warhoused 0
Administrator r Company T
Roles Assigned to this User: tx:z: (é‘a);d':);trStatmn E
Role In Role? [ Location Edmonton
> |Blending ] Location Parkland \Warehouse =
Blending w/lnventory = E| Location St. Albert 0
Day2DayTasks Location Stony Plain =
Demo = = Location Strathcona Spreader =

EDMI, or any user with the new profile, will be able to create Loadout Tickets for all locations because the

location profile tells agré “don’t even look at Valid Locations — just show them all”.

¥ Add Loadout Ticket

JuSave ‘F{efresh “V’lewt}edit ‘QExit ‘

Reference: I - ¥ Generate Reference Automatically

Customer:  |Slone, Leslie {1026}
Date:

Iﬁpr25,2ﬂ14 -] -

Customer and Shipping | Products I Addttional Information

Biling Address

Bo 459
St Albert, Alberta

Ef Find| 1 | Location:

‘ Phone Number:

oo

Crezated By:

78045

Dog River
Edmonton

Parkland Warehouse
St. Albert

Story Plain
Strathcona Spreader

T OOJO

Customer Order NumiBer

When EDM1 wants to search for Loadout Tickets, all locations will be listed.

X Loadout Ticket Search
JbSearch |D5tart0\rer ‘6&1’( ‘

Location Profile Security

Reference Mumber: I

Location; <Al Locationss
<Al Locations>

Customer: Dog River

Edmonton

St. Albert
Stony Plain

Pardand Warehouse

| Stratheoma Spreader
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Note: If you have any questions or require further assistance with Location Profile
Security, please contact your CSC at support@tronia.com.
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